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KUBEPBE3OITACHOCTB U ITPOPUTTAKTHUKA
KHUBEPIIPECTYIIHOCTHU

(012 npedcmaesumeiell UHMmMeTUEHYUL)

JlaBaiiTe ceroaHsi moroopum o6 MHTepHeTe, Kak 0 MecTe, B KOTOPOM
MOXHO MPOIIACTh, U B KOTOPOM PEeaIbHO MPOIIaIal0T MHOTHE JIF0/IU. A OBIBaET,
U 11eJIbIe CTpaHbl. «/ ubenvnoe mecmo Mnmepnemy — Takas TeMa, COTJIACUTECH,
3BYYUT 3aMaHUMBEH, YeM €CIIM MPOCTO CKa3aTh: «KubepbezonacHocmv u
npogurakmuxa Kubepnpecmynnocmuy. XO0Ts CMBICI pa3roBopa BCE PaBHO
OyJleT UMEHHO TaKOM.

HNHTepHeT KaK Opy:KHe NPOTHB HAC

Bcnomaum ¢ Bamu, uro HHTepHET co3aaBajicsi B aMEPHUKAHCKHUX
BOEHHBIX JJA0OPATOPUSX — U C TE€X MOP BCE C HUM CBSI3aHHOE TaK WJIM UHAYE U
MPOU3BOJUTCS, U paboTaeT Kak opyxkue. Kak opyxue mpoTuB Hac.

CkaxeMm, cmyTHUKOBBIM MHTEpHET 00€CIieurBaeT CBsA3b Ha 1MoJie 00s.
CoumnajibHble CceTH MO3BOJSIOT COOUpaTh TPYMNIbl JIIOAEH W AHOHUMHO
yOpaBIATh MMU Ha paccTossHnd. KpHOTOBAMIOTBI — HEOTCIEKHUBAEMO
OIJIAYMBATh KypPaTOPOB TAKUX CETEH U JIFOOBIX TEPPOPUCTOB B MPUHITUIIE.

HagpepHoe, He MHOTHE 00paTHIIM BHUMaHHE, Kak 3uMoi 2023 roxa uepes
COLIMAJIbHBIE CETH TMOMNBITAINCh, HATPABUTh YJIEHOB HHTEPHET-COOOIIECTBA
«YUBK Pénan» Ha dhyTO0npHBIX (haHATOB. DTO OBLI OJMH U3 TPEHUHTOB, OJHO
U3 CAMbIX HaTYpaJbHbIX MTOJEBBIX YUEHUN. A TTOITYUUTCS JTU 3yMEPOB-OOTAHOB,
HE BBUIE3AIOIIMX U3-3a CBOUX KOMIIOB, BHIBECTH Ha YJIUIIbI, /1A €111€ U CTPABUTD
CO CHOPTHUBHBIMH  «YJBTPAC»  (OpeaHU308aHHble  2PYRNbL  CNOPMUBHBIX
bonenvuuxos)?

Oxkazanoch, 4TO COBPEMEHHbIE TEXHOJIOTHHU IO3BOJIAIOT YK€ M TaKoe
nenats. [IpaBna, mpaBOOXpaHUTEIN JO peabHbIX CThIUYEK UM JOUTH HE .
Opnako oueBuAHO: IHTEpHET U3 10 005, T/I€ X035€Ba BCETO — aHTJIOCAKCHI,
JIOPOC YK€ U IO THCTPYMEHTA PEaIbHOTO BIUSHUS HA KUBBIX JIFOJCH.

JIroboe HaxkaTthe Ha JIFOOOW KIaBUAType — 3TO OJHOBPEMEHHO €Ile U
MUChbMO aHIJIOCAKCaM, MO0 Thl MOXEIIb YTO XOYEIllb JIeJlaTh M XOTh Kak
SKPAaHUPOBATHCS, HO KJIaBHINIA €CTh KiaBuila. [Loc Kaxaplii COBPEMEHHBIM
raJKET NOKJIAJBIBACT «B LICHTP» (wiu 8 JIoHenu, uiu 8 «8auuHemMoHCKUL 0OKOM»)
000 BCEM, YTO MPOUCXOIUT HE TOJHLKO BHYTPU HEro, HO U BOKpYr. Takum
o0pa3oM 3amaJiHUKu — IPH KEJaHUU — MOTYT 3HATh BCE O MPEANOUYTEHHUAX
0eJIopyCcCKOro, HapuMep, MpomnaraH/IucTa.



BmiioTe 10 TOTO, TZI€ TOT WX Ta MPOBOAUT BBIXOJHBIE, KyJa CHavyaida
CMOTPUT Ha JIETKOMBICJIICHHBIX KapTHHKaX, O YeM MMEHHO pa3roBapUBacT B
KypWIKE U Ha YTO MPEANOYUTAET TPATUTh 3apa00TaHHbIE KOHTPIpONaraHaon
TOHOPAPHI.

Kubeparaku Ha BUPTYaJIbHOM 10J1e 004

CeronHsa HM OAWH YEJIOBEK, HU OJIHA CTPAHA HE 3aCTpaxoBaHa OT TOTO,
4TOOBI CTaTh 0OBEKTOM KHOepHanaaeHus. MaccupoBaHHBIE XaKEPCKHUE aTaku
SBJISIFOTCS. OTHOM M3 CAMBIX 3HAUYUTENBHBIX U MMOCTOSHHO PACTYIIUX YIPO3 JJIs
riobanpHON Oe3omacHocT B XXI Beke. B3710M KOMIBIOTEPHBIX CHCTEM
CIIOCOOEH Mapaju30BaTh IIEJbl€ OTPACIU MPOMBIILICHHOCTH, MPUBECTU K
MacIITaOHbIM YKOHOMHYECKUM MPECTYIJICHUSIM, OCTAaHOBUTH pab0OTy OaHKOB,
3aKpBITh a3PONOPTHI U T.]I.

Bnonne ompegeneHHo 1Mo 3ToMy TOBOAY Bbickazancsi Ilpe3unieHt
Pecnyonuku bemapycey A.I'.Jlykaimienko: «Bo ecem mupe naoénrooaemcs
pocm kuoepamaxk. Ilpuuem amaxyiom npeixxcoe 6cezo cmpamezuiecKue
00beKmul, 20Cy0apCMeEEeHHble Op2aHbl, NpPeonpusmus, O0AHKOBCKYIO
cucmemy. To ecmv uyenvwo ux A6AAIOMCA OCHOBHbBIE NYHKMbL
JHcu3HeobecneuenHusn 1100020 20cyoapcmea, 6 mom 4ucie u Hauwiezo. Imo
00UH U3 IJIEMEHMO08 2UOPUOHOIL 80UIHbL, 0UEHb OnacHblil I1iemenm. Llenb —
Hanecmu MAKCUMAIbHBLIL Yyuiepd IKOHOMUKE U 0eCmaduiu3uposams
6 umocze oouecmeo. Cinedyem odezonacums Hauie 20CY0apcmeo ¢ y4emom
mo20, Ymo y HAC eChib).

Hano nonumats, 4To mt000€ 4ykoe MporpaMMHOE 00ecrieYeHUE MOKET
ObITh H3HAYAJIIBHO 3apa)K€HO 3aKJIaJKOM C BO3MOXXHOCTHIO YIAJIEHHOTO,
CKa)XEM TaK, MOJIPbIBA. A €Ille 3aKJIaJIKa MOXKET OBbITh 3aJI0°KEHA alnapaTHO, Ha
sTane KOH(QUTypupoBaHUsS YHUNOB YycTpouctBa. WM ecnmu mpo Buwnodosc,
Harpumep, Mbl OOBIYHO HE JTyMaeM, Kak PO MUHY 3aMEIJICHHOTO JIeNCTBUS,
TO JTH000M COBPEMEHHBIN CMapTHOH TEOPETUIECKU MOXKET TaKOM MUHOM CTaTh
B JIIOOYIO MUHYTY.

MsbI Beap MHOTO pa3 ¢ BaMH CJBIIIAIW WA YUTAIU, KaK FOPAT HIH
B3pPBIBAIOTCS OaTapen B MOOUIIBHBIX TeseoHax, nmpapnaa xxe? A eciau 3To OHU
He camu? Ucropus apabo-uzpaunvckux netiodxcepos NMOKa3bIBAET: OUCHB JTaXKe
MOXET OBbITh, UYTO U HE caMU. BOSITbCA 3TOr0 KaXKJbli JA€Hb, HABEPHOE, HE
HYHO, HO IOMHUTb 00 3TOM CTOWUT.

JIOTIOJIHUTENBHY IO OTMaCHOCTb KubepaTakam u IPYTrum
BBICOKOTEXHOJOTUYHBIM MPECTYIICHUSIM IpUIAI0T BceoOIast
uudpoBu3anmMs ¥, CICAOBATEIBHO, 3aBUCMMOCTh BMeECTe CO CTHPaAHHEM
rpaHul. Takkxe — AOCTYMHOCTh MHCTPYMEHTOB BMECTE€ € HEBBICOKMM
YPOBHEM KOMIBIOTEPHOI TrpamMoTHOCTH TrpaxiaH. KuOepartaku HBIHUE
CTaJy reonoJMTHYEeCKUM HHCTPYMEHTOM U UCHOJIB3YIOTCS IS IINMHOHAXKA,



necTaduIn3alu OOCTAaHOBKHW, BIWSHHS Ha BBIOOPHI M HaHECEHHs yiepoOa
KpUTHYECKOU UHPPACTPYKTYype O€3 00BSABICHUS OTKPHITON BOWHBI.
Cnpagouno:

Ilo pe3ynemamam uccnedosanus xomnanuu Positive Technologies,
yucno kubepamax 6 cmpanax CHI evipociio noumu 6 3 paza 6o 1l keapmane
2024 2., ecau cpasnusams ¢ mem dice nepuooom npeovloyuie2o 200d.

Ilpu smom Benapycv 3aunsna 3-e mecmo 6 peumunee cmpan CHI,
KOmopbvle dyauje 8ce20 noosep2aromcs Kubepamaxkam.

Kaoicoas namasa amaxa 6 Benapycu npuxooumcs na 2occekmop (22%).
Ha emopom mecme — cgepa npomviuwinennocmu (14%), a ma mpemvetl
cmpouke — gunancosas ompacas (11%). Mhoeo amak makaice HayeneHvl Ha
CEeKmop meyieKoOMMYHUKayut, cpepol Hayku u oopazosanus (8%).

Kaosicoas emopas kubepamaxa (57%) npusooum K ymeuke
KOH@uOeHyuanvHulx  Oauuvix.  Peoice  onu  Hapywarom  ocHosHyI0O
oessimenvrHocm (16%) unu Hecym npsamole punancosvie nomepu (8%). bonee
NOJI0BUHbBL YKPAOEHHbIX CBE0EHUU COCMABIAIM NePCOHANIbHblEe OaHHblE U
KoMMepueckas maina. [l psaoosvlx noavzosamenell Yy8CMEUMENbHOU
ocmaemcs Kpaxca 0enez Ha KapmouKkax U KOUenbKax.

Kak ¢ stum 6opotbcsi? B benapycu ogHMM W3 KIIFOYEBBIX PEIICHUM
CTaJIo MMOANMUCaHuE [ ' maBont rocyJapcTBa Ykaza
Ne 40 «O xubepOe3omacHocTH», Ha 0a3e KOTOpPOrO B HaIllel cTpaHe
chopMUpOBaHa OCHOBA KOMILJIEKCHOT0O MHOTOYPOBHEBOI'0 MEXaHU3MA
NPOTUBO/IEHCTBUS KUOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl W
OpraHu3aliy, KPUTUYECKYI0 HH(popMmaimoHHyo uHppacTpykrypy. Cosznan
HanuonanbHbIil 1IEHTp KHMOEpOE30MaCHOCTH, & MHOTHE KPYIHBIE KOMITAHUU
Takke  chOpMUpPOBAIM  COOCTBEHHBIE  LIEHTPHl  MH(DOpPMAITMOHHOMN
0€30I1acHOCTH.

C 1 wmapra 2024 r. B bemapycu GyHKIIMOHUPYET MeXaHHU3M
NMPOTUBOICHCTBUA HECAHKUMOHUPOBAHHBIM IUIATEKHBIM ONEPALMAM,
Korja |y OaHKOB  MOSIBWIACh ~ BO3MOXXHOCTh  IMPUOCTAHABIUBATH
MOJO3pUTEIbHBIE TIEPEBOJIBI M COBMECTHO C MPAaBOOXPAHUTEIbHBIMU
OpraHamu paccieoBaTh UHIUCHTHI.

Cnpagouno:
Coenacno onybaukosanuvim oOannvim om Positive Technologies,

6 2024 200y nawa pecnyoauxa 3ausna 70-e mecmo u3z 166 cmpan 8 petimunee

NSCI (om amen. National Cyber Security Index, Hayuonanvnwiti unoexc

Kubepbezonacnocmu) no ypogHio Kubepbezonachocmu, YCmynug no 3momy
unoekcy cpeou cmpan CHI' muwos Monoose, Azepoatioxcany u Poccuu.

NHTepHeT M0 KOHTPOJIEM CHENCIYHKD
A eme HTEpHET, MOCKOJIBKY MBI BCE K HEMY HEMPEPBIBHO OOpaiaemcs,
BKJIAJIBIBAET HaM B TOJIOBBI CBOM CMBICIIBI. CBOM — 3TO T€, KOTOPBIE IPOMHUCAHBI
B «Bukuneauu», a OTTy/Aa MOMAIAI0T CHAaYaja B IMIKOJIbHBIE U CTYJICHYECKHE
TOJIOBBI, 3aT€M — W BO BCE€ WHTEUIEKTyaJlbHbIe KOHCTPYKTHI MOJIHBIX
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MBICJIUTEJIEH, YTOOBI MOTOM CTaTh SIKOOBI «oOmien3BecTHbIMU». Cama ke
VHTEPHET-OHUUKIIONEUSA (Ve MHO20KpamHO Obl10 OnyoauKo8arHo) Kak
MuHuMyM ¢ 2008 rona pepaktupyercs denepanbHbIM OIOpO paccliieIOBaHUM
(manee — ®BP) u lleHTpanbHbIM pa3BebIBATECIIBHBIM YIIPABICHUEM (Jaiee —
LPYVY).

HeotBpaTuMo rpsiieT U BpeMsi UCKyCCTBEHHOTO MHTEIJIEKTa (Jlajee —
NN). Yxe ceituac 3anaj npuHUMAET OTPAHUYUTEIIBHBIE MEPHI.
Cnpasouno:

Yﬂueepcumem BOHHapCZSOC]lCl]ZpOCCMTJCKMM cmydenmam y6€00M]Z€HM}Z
0 MOM, Ymo OHU DoJblUle He MO2Yym noceuams pso Kypcos no UU, ananu3zy
oannvix u 3D-mexnonocuam. Takoe pewenue odovacuaemcs cankyuamu EC:
06yLl€Hu€ no 9OMuM HanpaeGjleHUAM A6/151enicA MexHu4ecKkoul noOMOuLbro
Poccuiickoti @edepayuu.

Koeoa nemyam 3asunu, umo smo qucmou 600bl OUCKPUMUHAYUSA,
ceepecayusl u HapyuieHue npae 4eiloeexkd, npecc-cekpemapsb YHUusepcuniema
CNOKOUHO omeemusa, YmoO OHU «ONKpbvlimbl ons  ecex UHOCMPAHHbLX
CMYOeHmos8 U Npomus OUCKPUMUHAYUY, OOHAKO 3anpem HA KYpCol

ouckpumuHayueti He cuumaemcsy. Lllancoe Ha cyoebHoe peuieHue, Kax
NOHAMHO, HEM.

Hano moMHWTB, 4TO OObINAs 4YacTh COIMAIBHBIX CETEH HE TOJBKO
CO3/IaHa aHTJIOCAKCaMU, HO M KypHPYETCs aHTJIOCAKCOHCKUMHU CITEIICITYKOaMu
Hanpsmyro. HenaBHo amepukaHckuid He3aBUCUMBIN mopTaid MintPress News
onyOJIMKOBAJl UTOTM CBOMX MHOTOUYUCICHHBIX PACCIEOBAaHUM, U3 KOTOPHIX
CTaHOBUTCS MOHATHO, uTo Jtoau u3 LIPY, ®bP, I'ocnena, HATO u npyrux
TOCY/IAPCTBEHHBIX HMHCTUTYTOB PETYJISIPHO HAMNpPABJSIOTCA Ha CIyxkO0y B
COLIMAIILHBIE CETHU (Hanpumep, makue, kax Facebook, Google, TikTok u Twitter).

Tam oHM paboOTalOT B CHEIUAIBHBIX CTPYKTYpaX (ckajcem, omoe
Ooeepuﬂ u 68307[CZCHOCI’I’ZM, ynpaesjieHue beszonacrocmu u Modepauuu KOHmeHma u
m.n.), GaKTUYECKH BJIMSSA HA TO, YTO BHJIAT M YUTAIOT MUJUIMAP/bBI JIFOJEH 110
BcemMy Mupy. Tak ke, Kak U Ha TO, YTO OOBIYHBIC >XUTENH, TpaxkiaHe,
n30HupaTeny He BUJIAT, HE CJIBIIIAT U HE YUTAIOT.

B paccrnenoBaHuu TmpuBeieH OOJBIION CHUCOK (DAMUIUN SKOOBI
obiBIIMX coTpyaHUkoB [[PYu ®BP, nepemeniux Ha paboTy B COLMAIbHBIC
CeTH Y 3aHUMAIOIIMX TaM BaXKHbI€ C TOUKHU 3peHUs (HOPMHUPOBAHUS MPABUI U
KOHTEHTA JI0JLKHOCTH.

NmeHHO Te «OBbIBIIME COTPYIHUKH» OOBIYHO PEIal0T, KOTO U YTO B
COLICETAX HAN0 «MHUHUMHU3UPOBATHY (nodasismy), A KOIO WIA YTO
«TUTFOCOBATHY (PACKpyuusams).

Cnpasouno:
Bom nenonmwiii cnucok «Oul8UUX COMPYOHUKO8», BCE20 JHce MAKUX
aceHmoe COmHru.

Jlon bepmomn, xomopas 6 2019 200y ocmasuia 001#CHOCMb cMapuie2o
coeemuuka no umHosayusm oupekmopa PbP, umobvr cmameb cmapuum
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OUPEKMopoM no cmpame2uu U onepayusm 6 cgpepe npasa, 20cy0apcmeeHHouU
noaumuxu, 0ogepus u bezonacnocmu 6 Twitter.

Jiceipp Kapnmon — xomanoyrowuiit Kopnycom mopckoii nexomsl u
oasnuti anarumux paszeeoxu L[PY u ®BP, & mae 2021 e. noxumyn
IIpasumenvcmeo, umobwvl nepetimu 8 Twitter Ha 00aMCHOCMb CMapuie2o
MeHedHcepa npospammsl O 008epulo U 6e30NaAcCHOCMU.

Xeinu Yane — Ovigwull 3amecmumend 21A8HO20 FOPUCKOHCYIbMA
Munucmepcmea eHympeHnHeti 6e30nacHocmu U 3amecmumenb NOMOWHUKA
oupexmopa @BbP, komopas nokunyna 610po, umobsvl cmame 3amecmumesiem
2NIaBHO20 1OPUCKOHCYIbMA Komnanuu Meta u 3anumamvcs 8onpocamu
Kubepbe3onacHocmu u paccied08aHull.

Jcou Yan, komopwiii 6 2021 200y ocmasun nocm KOMAHOYIOULE20
Apmuu  CILIA, umobvi cmamv MeHedHcepoM npocpamMmvl 008epus U
besonacnocmu 6 Meta.

Annen Huxcon — oviswas acenm ®PBP, cmaswas menedsxcepom no
paccnedosanusam yepos Facebook.

Yeppenn H. — ovisuuii acenm ®BP, pabomarowuii cneyuaiucmom no
gonpocam noaumuku ¢ Twitter.

Aapon Bepman — acenm L[PY 0o utons 2019 2., ko20a oH noKuHyn nocm
cmapuwie20 MeHeOxcepa NO  aHaiumuke, 4mobbl CMamv  CMAPUWUM
MeHeOHcepoM No NPoOYKMOBOU NOJUmuKe 8 obaacmu oesuHgopmayuu 8
komnanuu Meta, mamepunckou komnanuu Facebook, Instagram u WhatsApp.
Ilo cnosam A.Bepmana, HbiHewHsAsL OOJNHCHOCMb Oelaem e20 21a8ou
KOMauOwl, Komopas nuuiem npasuira 0as Facebook, onpedenss, «umo
npuemiemo, a umo Hemy» Ol mpex C JUWHUM MIPO NOIb308amenel
nrameopmel. Ilpasuna 03 noumu noio8uHsl HaceieHus 3emu.

NHTepHeT KAK HHCTPYMEHT MCUXO0JOTHYECKOr0 MAHUNYJIUPOBaAHUSA

Hano mpusHaTth: Hac nmpuy4yuiiv, a Mbl ¢ BAMH, KaK U BCE OCTaJIbHBIC
KUTENU 3eMJIU, MPUBBIKIU U K IHTEpHETY, U K cMapTPoHaM, U K COLIUATbHBIM
CEeTsM, U K KpunToBaatoTam. 1 He coOupaeMcst HU OT 4ero oTkasbsiBaThes. U
MpOJIaXKaM JIMYHBIX JAaHHBIX TIPUBBIKIMA, U K IIOCTOSHHOMY KOHTPOJIIO
re0JIOKAlNK, U K MPOCITYIIMBAHUIO OKPYKAIOIIETO MPOCTPAHCTBA. ..

[TosToMy nmaBaiite XoTsi Obl MHGOTUTHEHY COOJI0/IaTh, XOTS OBl CBOIO
rOJIOBY B YHCTOTE JEpXaTb. DTO U OyJeT Hall MUHUMAJIbHBIA BKJIaJ] B
KnOep0e30MmacHOCTh U B TPOPUIIAKTUKY KUOEPIPECTYITHOCTH.

Cnpagouno:
3a 8 wmecayese 2025 2c00a Hayuouanvhvili yeump 3auyumol

NEPCOHANbHBIX OaHHbIX noayuun 21 ysedomienue o HapyuleHuu cucmem

3auumsl NEPCOHANbHBIX OAHHBIX, U3 KOMOpulx 08a — 00 ymeuke. Ilo

mpebosanuo yeHmpa yoaneHo boiee 3,3 MIH 3anucetl, a maxdice bonee 2,7 MIH

8UOe0- U ayouozanucel, CO0ePHCAWUX HE3AKOHHO 0bpabamvléaemyio
KOHGUOeHYUAIbHY10 UHGdOpMayuro.

B benapycu co3maHbl  HEoOXOAMMBIE  YCIOBUS JUIS  3AIIUTHI
NEPCOHAJIBHBIX JAHHBIX M O€30MaCHOCTH JIMYHOCTH M O0OIIecTBa MpU HX
ucrosnb30BaHuu. 3akoH PecnyOnuku bemapycs «O 3ammre nepcoHaabHBIX
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JTAHHBIX», TPUHATEIA B 2021 romy, maeT MOHATh, KaKyl HWH(POPMAIUIO
O YE€JIOBEKE MOXKHO COOMpPATh U PACHpPOCTPaHsATh, a KAKYIO HE CTOUT.

Cnpagouno:

Umobwl 3auyumums ceou auyHvle danHvle 8 Unmepneme u uzbedcams
npoobaem, pekomeHoyemcs coo00ams HeCKOJIbKO NPOCMbIX NPABUIL:

1. Bcecoa enumamenvrho uumaiime, Ha uYmo 6vl Oaeme co2lacue.
HU3yuaiime nonumuxy o06pabomku nNepcoOHANbHLIX OAHHLIX, U3 MeKCcma
KOMOPOU MOJICHO NOHAMDb, KaKue 8auiu OauHvle OYOym cooupams u Kax ux
UCNOIL308AMb,

2. Hcnonv3ytime HaodedicHvle napoiu u 6xodaime 08yX@akmopHyo
3awumy, 4moodvbl NOCMOPOHHUL He CMO2 G3/10MAMb BAWU AKKAYHMUL.
Cnedyem ¢ MakCuManibHOU OCO3HAHHOCMbIO NOOXO0UMb K DA3ZMEWeHUIO
JUYHOU uHgopmayuu 6 coyuanvHulx cemsax. He cnedyem onybnuxosvieams
nacnopmusle OauHvie, OAHKOBCKUE peKeU3Umbl, homo oOunemos, ciyiiceoHvle
OOKYMeHmbl U M.1N.,

3. Byovme ocmopoichbl ¢ n0003pUmMenbHbIMU NUCOMAMU U 360HKAMU —
9MO Modicem OblmMb NONBIMKA 0OMAHOM NOJYYUMb NEPCOHANIbHBIE OAHHbIE.
Pecynapno obnosnstime npocpammvl u ammueupycol, a O0as pabdomol
6 Unmepneme gvibupatime monbko nposepeHHvle Catimbl U NPUNLOHCEHUS,

4. Bepeoicno omHocumecs K C80UM U UYHCUM OAHHBIM: He coodwatime
PEKBU3UMbBL KApm, NAPOAU U JUYHYIO UHGOPMAYUIO HE3HAKOMbIM JUYAM,
ocmepe2aumecs MOWEHHUKOS U COMHUMENbHbIX COOOWEeHUl, 0opawaimecs 6
npasooxpaHumenvbHovle opeanvl. Bcecoa coxpansiime 300po6ulil CKenMuyu3m
U He MOPONUMecs 8bINOIHAMb HEeNPO8ePeHHble UHCNPYKYULU.

Haubonee pacnpocTpaHEHHBIMH BUJAMU  KHOEPMOIIIEHHUYECTBA
B Pecniybnuke benapychk mo-npexxHemy SIBISIOTCS (MIIMHI, TO €CTh Kpaka
JUYHBIX JAHHBIX, 1 MOIIIEHHUY€ECTBO ¢ 0AHKOBCKHUMM KAPTAMH.

Cnpagouno:

Ilpumepwvl camvlx pacnpocmpaneHHbIX cXem.

360HKu om umenu oaunka, compyonuxa MBJ/], KI'b u unwix
20Cy0apCmeeHHblX O0p2anH0s, Ko20a MOWEHHUK, UCNOJb3Y MeXHOI02U
NOOMEHbL HOMEPA, 360HUM C HOMEPA, NOX0HCe20 HA OQUUUATbHBIL HOMED
bauka u coobwaem o «nOO03PUMENLHOU ONePayuny ¢ Kapmou, « OJ10KUposKe
cuemay Uil «HONbIMKe 83710Ma», a O «3AUUMBbL) UL K OMMEHbl ONePayun»
npocum cooowums CVV-ko0, oannvie u3z SMS-cooowenus c¢ kKodom
nOOmMeepIHcOeHUsl, NapoJib U3 UHMEPHem-0aHKUHea UlU nepesecmu 0eHb2U Ha
«be3onachuvlily (Ha camom oene NOOKOHMPOJIbHbIU MOWEHHUKY) CHem;

Guwmunzoevie SMS-cooouwenus u nucoma, koecoa npuxooum SMS-
coobujenue U INeKMPOHHOe NUCbMO C CooDweHuem o «OJIOKUPOBKe
Kapmely, «npobieme C HAIO20M», «8blucpblule 6 Jjomepeey, KOMOopoe
coO0epaHcUm CColIKy HA QUIUHR08bIN UHMepHem-pecypc (calim — KIOH),
KOMOpWlll 8b121A0UM KAK 0QUYUANbHbIU UHMEPHEeM-pecypC OaHKA, HAl020801
unu 0py2020 20CYy0apCmeeHH020 OpeaHd, 20e mpedyemcs: 68ecmu JIO2UH,
naponv, OauHvle NIAMENCHbIX CPeOCm8, NOCe 86000 KOMOPLIX COBEPULAETICSL
XuwjeHue;

MOUWIEHHUYECMEA 8 COYUANbHBIX CeMAX U Meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), ko20a 310ymbluiIeHHUK 831AMblEAEN AKKAYHM 8
coycemu uau cozoaem (QetKosvlll, NOXONHCUU HA He2o, nuuiem OIUZKUM
POOCMBEHHUKAM OM UMEHU 61adelbyd aKKAYHMA, 4mMO CPOYHO HYHCHbI
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O0eHb2U HA «OYeHb 8AMCHOE 0eN0y (CIoMancs meneg)oH, NONal 8 CLONCHYIO
cumyayuro, nonan 6 J[TIl u Op.), npocs HUKOMY He 380HUMb; JUOO
AHANOCUYHAS NPeoblOyujell cxema, Ko20a MUULEHbI0 CIMAaHO8AMCcs OpY3bs, d
MOWEHHUK Om UMeHU Opy2a nuwiem, 4mo 3acmpsil 3a cpaHuyel, y He2o
VKpau 0eHb2u/00KyMeHmbl, U NPOCUM CPOYHO nepesecmu cpeocmad,

MoOUuleHHUYeCcmea npu OHAAUH-NOKYHNKAX HA NA0OWAOKAX No
npooasce Mosapoe (Mop2osuvle NIOWAOKU, MAPKEMNIEUCsl, COYcemu), Ko2oa
MOULeHHUK pasmewjaem npusiekamesbHoe 00vasienue o npooajxce mosapa
(mexHuka, demckue gewyul, HCUBOMHwle) No 3anudicenHol yere, npocum 100%
npeoonaamy Ha kapmy uau udepes EPUII, nocne wueco ucueszaem.
Ananoeuunas, Ho obopamHas cxema, K020a xcepmea npeoiazaem mosap K
npooasice, @ MOUWEHHUK, UCNONIb3Ys €20 KOHMAKMbl 8 MeCCeHONcepax uiu
COYUANbHLIX CemsaX, npediazaem Kynums moeap ¢ OO0CMABKOU, SAKOObL
0QOpMAEHHOU OHNIAUH, HNPUCHLIAA QUIUUHE08VIO CCBLIKY Ol ONIambl,
NPEeOHA3HAUEeHHYI0 Ol NOJYYeHUs. OAHHbIX NAAMENCHbIX CPeocms U
nocnedyoue20 XuujeHus OeHeHCHbIX CPeoCms;

(heitkosvle unmeprHem-mazazunvl, K020a co30Aemcst KPacusblil Caim-
OOHOCMPAHUYHUK UMW 2PYRNA 6 COYUAIbHOU cemu (3a4acmyro 8
«HMnucmazpamy), ¢ 02poMHBIMU CKUOKAMU HA AKMYATbHBIU Y HACENEHUS MO8Ap
(mexnuxka «Apple», caoosas mebenb, HaodyeHvle OacceliHvl, OPeHO08aAs
ooedcoa u 0p.), a nocie Npedoniamsl moeap He Npuxooum, a caum uiu
epynnul ucuezarom, 1ubo coodbweHUs Hcepmaenvl oanee UCHOPUPYIOMCA,

MOUWIEHHUYECMEA MO0 BUOOM 20CYOAPCHIBEHHBIX OP2AHO8, K020a
Jrcepmee nocmynaem 380HOK OM UMEHU «cyobuy, «compyounuxa MB/]»,
«HAN02080UY ¢ Mpebo6aHuem CPOYHO ONAAMUMb HEeKUU (DUKMUBHBIL 002,
wmpag unu NOWLIUHY, Y2POACAsL APeCmOoM CUemo8 Ul Opy2uUM HAKA3aHueM,
npocam yCmaHosums npunodcenue O0Jisi YOaleHHo20 0ocmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuemay, 4mo oaem um
NOJIHBLU KOHMPOIb HAO YCMPOUCMBOM NOMEPNesuLeo;

gunancoevie nupamudvt U UHEECMUUUOHHbIE MOUIEHHUYECHEA,
maxkue KAk — NPeONONCEeHUs  «BbICOKOOOXOOHBIX — UHBECMUYUL» 8
KpUNMosamomy, Oupdcu uiu cmapmanvl ¢ 2apaHmupo8aHHbIM BblCOKUM
00X000M, U NO HAYATY MOSYM 0addce 8bINIAYUEAMb HebObliue NPOYEeHmbl,
ymoovl nomepnesuwiull 6Hec ewe O0nbULe OEHENHCHLIX CPeoCm8 U Npusel
POOCMBEHHUKO8, OpY3ell U 3HAKOMbIX, NOCe Ye20 NpoeKm 3aKpbleaemcs, a
OeHedHCHble CPeOCmea NOXUWAIOMCSL,

6bIM02aMeNbCME0 HA UHMUMHOU NoYee («CeKkcmopuieny), Ko2oda
MOULEHHUK Yepe3 coycemu 3HaKOMUMCS C #CepmeEot, 8mupaemcs 6 0oepue,
CKIOHsIem K 0OujeHuIo 8 eudeouame UHMUMHO20 XApaKmepa uil K Omnpagke
OMKPOBEHHBIX (POMO, 3anucvléaem Udeo ulu 0enaem CKPUHUWOmbl, a 3amem
wanmasicupyem, mpeoys. 0eHvbeu, Y2podcas pa3ociamb MAamepuavl 8cem
OpPY3biAM U POOCMBEHHUKAM HCEPMBUL.

YTo TYyT MOXKHO M HYXHO JieJlaTh, BeJb OOpb0a MPOTHUB TAaKOro BHUA
PECTYIUIEHUH — 3TO COBMECTHas 3a00Ta rocyiapcTBa u camux rpaxzaan? He
HaJo 0osAThCs. BakHO €XeaHEBHO COOJIOAATh MpaBuUiia MHPOPMALIMOHHOU
TUTHUEHBI — U JIEJIaTh 3TO C TEM € PBEHUEM, KaK Mbl BCE MBUIM PYKH MOCIE
nepBbix u3Bectuit 0 COVID-19. HacrauBarh, 4TOoOBI Tak k€ Beau ceOs U
POJCTBEHHUKH, U 3HAKOMBIC, U KOJUJIETH. Y YUTh WH(OPMAIIMOHHON TUTHEHE
JETEN.



N nomuuth: B 1000H, [dake caMoOM TPOAYMaHHOM CHCTEMeE
0€3011acHOCTH — U OCOOCHHO B CaMOW MPOJYMAaHHOM — YEJIOBEK SBISETCS
caMbIM CJa0bIM 3BeHOM. [loaToMy B MH(pOPMAIIMOHHYIO SIIOXY IOBBIIIATH
CBOIO JINYHYIO ITU(PPOBYIO TPAMOTHOCTh HAJI0 HEMPEPHIBHO.

CoBpeMeHHbIE TEXHOJIOTUU UTPAIOT BCE OOJBIIYIO POJIb B PAa3IUYHBIX
OTpaciisiX, TaKUX KaK KOCMOC, 3JIpaBOOXPAaHEHUE, MPOMBIILICHHOCTD,
dbuHaHChl, 0Opa3oBaHUEe, TPAHCTIOPT... Aa BO Bcex oOnacTsax xku3Hu! OT yar-
00TOB 10 OECMMJIOTHBIX aBTOMOOUJICH — MUCKYCCTBEHHBIN MHTEIIJIEKT MEHSET
HaIll MUD, Jiesias ero kombopTHee 1 yanooHee. OgHako MaciTad Bo31eiicTBUSA
MU Ha 4enoBeYeCcTBO HAM €IIE MPEICTOUT OCO3HATD.

«C 00HOIUI cMOpPOHDBL, COBPEMEHHBIE MEXHOI02UU CO30al0m mblcadu
HOGbIX 603MOMCHOCHell u nepcnekmue. C Opy2oit cmoponsvl, OHU
nOpPOIHCOaOm MHONCECMEO PUCKO8 U y2p0o3 — (heiiku, O0e3ungopmayus,
amaku Ha Kpumuueckywo un@gpacmpykmypy. Hmesa cnocobnocms K
camoodyuenuro, Imom uncmpymenm (IpyUM. — UCKYCCTBEHHBIM UHTEIUICKT)
MOMCem nozyoums uenoeevecmeo, ecjiu €20 GbINYCHMUMb U3-N00
KOHmMpOaA... », — BOT Ha 4To oOpaTui BHUMaHue [Ipesuaent PecnyOiauku
bemapycy A.l'.Jlykamenko 28 HosOps 2024 r., BeicTynas B AcTaHe Ha
cammute OJIKb.

KopoTko mnoapiTokum: kKakue Obl 3PQGEKTUBHBIE MEPHI 3alUThl HU
MPUHUMAIUCH HA TOCYJAPCTBEHHOM YPOBHE (@ OHU NPUHUMAIOMCSL, NPOCMO 00
9MOM HeNb3sl, NO NOHAMHBIM NPUYUHAM, 2080PUMb BCIYX), BCE-TAKU KIIOUEBYIO
poib B oOecrieyeHUM OE€30MMaCHOCTH WIpaeT OCBEIOMJIEHHOCTh U
BHUMATEJIbHOCTh KaXJI0T0 U3 Hac. MBI caMU JIOJIKHBI ObITh OCTOPOKHBIMU U
OJTHOBPEMEHHO I'OTOBBIMHU QIalITUPOBATHCS K HOBBIM YIpo3aM, UTOOBI OBITh B
COCTOSIHUM CO3/1aBaTh KaK MOXHO Oosiee O€30MacHyl0 cpely Mg BceX
rpakaaH.

Cnacub6o.



