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DJIEKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKHUHT, yJaalieHHass pabora u
yue0a, OHJIalH-PEruCTPalliK, MHTEPHET-Mara3uHbl 1 MapKETIUIIICHI — BCE ITO
HACTOJBKO TMPOYHO BOIIUIO B HAIly MOBCEAHEBHOCTb, YTO HHOI/A TPYIHO
MOBEPUTH, KaK KUK 0e3 3TOro paHblie. Yem OoJibllie MOrpy»KaeMcs B MUP
MH(POPMAIMOHHO-KOMMYHUKAIITMOHHBIX TEXHOJOTUM (daree — HUKT), Tem
OOJIBIIE CTAHOBUMCS YSI3BUMEE.

Kubeparaku Ha HHPOPMAIMOHHYIO CTPYKTYPY — 3TO OJIHA U3 CAMBIX
3HAYUTEIbHBIX U TOCTOSTHHO PACcTyIIUX Yrpo3 il TJI00aIbHON O€30MacHOCTH
B XXI Beke. Ha ¢one BceoOmiert nudpoBuzanuu 3Ta mpodjeMa He MPOCTO
HapacTaeT, a 3BOJIIOIMOHUPYET, HA YTO BIIMAET WIUPOKOE HUCIIOJIb30BAaHUE
UCKYCCTBEHHOTO HHTEIJIEKTAa (daree — HMH), Tak Kak 3J0YMBIIUICHHUKU
HAYMHAIOT HCIOJb30BaTh €ro s CO3JaHusl 0oJee  M3OLIPEHHBIX
BPEJOHOCHBIX MPOrPaMM, aBTOMATU3aIMK aTaK U aHAIN3a ySI3BUMOCTEH.

KubepaTtaku npeBpaTUINCh U3 NPOOIEMbl TEXHUUYECKUX CIIECIIHATUCTOB
B OJIHY U3 IJIaBHBIX CTPATETMYECKUX YTPO3 HAIMOHAIBHOM, SKOHOMUYECKON U
00l11IeCTBEHHOW 0€30MacHOCTH JI000M CTPaHBI.

[Io pesynpTaTaM HCCIEIOBaHMS, MPOBEACHHOTO B MPOLUIOM TOAY,
benapyce Haxomutca Ha 3-M mecte B peutunre ctpan CHI', koTopsie yare
BCETr0 MOJIBEPraroTcs KuOepaTakam.



Kaxnas naras araka B benmapycu npuxoaurcs Ha roccekrop (22%). Ha
BTOPOM MecTe — cdepa MPOMBIIUIEHHOCTU (14%), a HAa TPETbe CTPOUKE —
¢buHaHcoBas otpacib (11%). MHOTO arak TakXe HaIeJIeHbl Ha CEKTOp
TEJIEKOMMYHUKAIUM, chepbl HAYKU U 00pa3oBaHus (8%).

Kaxnass BTopas  kubepataka (57%) TPUBOJUT K  yTEUKE
KOH(UJICHIIMAIBHBIX JJAaHHBIX. PeKe OHM HapyIIal0T OCHOBHYIO JAESATENbHOCTD
(16%) wnu HecyT mpsiMble (puHAHCOBBIE MOTEpPH (8%). bonee mMoOIOBUHBI
YKPAJAECHHBIX CBEJICHUN COCTABIISIIOT NIEPCOHANIBHBIE TAHHBIE U KOMMEPYECKas
TallHa. AKTyaJIbHOW MpoOJieMOM OCTaeTcsi Kpaka JeHer C¢ OaHKOBCKHUX
KapTOYEK U JJIEKTPOHHBIX KOLIEIIBKOB.

Cnaiin 2.

POCT KMBEPATAK B BENAPYCH
Mozuuma Benapyou: 3-2 mecto 8 CHI no
HENMYECTRY KHBEpaTar
. OCHOBHBIE LIEMH ATAK:

ToccexTop — 72%

NpoembiiuAeHocTs — 14%

PrHance — 11%
W NOCNEACTEMA:

¥TeuHa gaHHBIX — 57H cyvaes

Hapywenne paote — 16%
druHaHcoBBIe NoTepn — 8%

Cornacio nanHbiM 3a 2024 roja, Hama pecrmyOiuKa IO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mecto u3 166 crpan B peiitunre NSCI
(National Cyber Security Index, Hayuonanvuuiti unoexc kubepbezonacuocmu),
yCTynIMB 10 3TOMy wuHAeKCYy cpemu crpan CHI' mums Monnose,
AzepoOaiixany u Poccun.

PocT u ycio:xHeHNe MeTOI0B KH0EpPYrpo3 TPeOYIOT olepeKaiero
U KOMILIEKCHOTO pearnpoBaHus.

B benapycu npuHST psii CUCTEMHBIX Mep, U 60opb0a ¢ kubepyrpo3zamu
BEJIETCS HA HECKOJIBKUX YPOBHAX. Tak, Ha rocy1apCcTBEHHOM YPOBHE Y Ka30M
[Ipesunenta PecnyOnuku bemapyce Ne40 «O xubepbe3zonacHOCTH»
peanusyercs KOMILJIEKCHBIN MHOTI'0YPOBHEBbIil MEXaHU3M
NPOTUBO/IEHCTBUS KUOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl W
OpraHu3aliy, KPUTUYECKYI0 HH(opmaimoHHyo uHppactpykrypy. Cosznan
HannonanbHbiii IeHTp oOecrieueHrs KuoepOe30IMacHOCTH M pearupoBaHus Ha
KHOCPUHIIUICHTBl (Oanee — Hayuonanvnoliii yewmp Kubepbezonacrocmi).
HanakeHo MeXIyHapoIHOE COTPYAHUYECTBO B 3TOU cepe.



Co3manbl  HEOOXOJIMMBIE  MPABOBBIE  YCIOBUS  JJIs  3aIIUTHI
NEPCOHANIBHBIX JAHHBIX W O€30MacHOCTH JIMYHOCTH M O0OIlecTBa MpU HX
ucrnosb3oBanuu. 3akoH PecniyOnuku benapych «O 3amurte nepcoHaabHBIX
AAHHBIX», TPUHATHIN B 2021 roxy, yCTaHABIUBAET TPAHULIBL, OITPEICIISIONINE,
KaKyl0 HHQOpMAIMI0 O YEJIOBEKE MOXXHO COOMpaTh M PaclpOCTPAHSTh.
Bwmecte ¢ Tem, 4TOOBI 3alIMTa NEPCOHATBHBIX JJAHHBIX ObLIa MO-HACTOSIIIEMY
3¢ (PeKTUBHOM, HYXHBI OOIME YCWIMS — HE TOJbKO TrOCyJapcTBa, HO U
IPaXK/IaH.

[IpoTBOIEICTBAE OCYUIECTBIIAETCS U HA KOPIOPATHBHOM YpPOBHeE.
Opranuzanud W TOPEANPUSITHS HHBECTUPYIOT B KHOepOe30macHOCTh U
o0Oy4yeHHe COTPYTHUKOB.

Jns GoprOBI ¢ KHOEpyrpo3amMu Ha HWHIAUBHAYAJIbLHOM YPOBHE
TpeOyeTcs MOBBIIIEHUE IU(POBOM TPAMOTHOCTH HACEJECHUS, COOJ0JICHUE
AJIEMEHTAPHBIX MPABWI HUPPOBON TUTHUECHBI.

CoBpeMeHHbIE aCIIEKTbI KHOEepP0e30acHOCTH

Kubepnpectynnenus TpaHCHAI[MOHAJIbHBI, 3JI0YMBIIIEHHUKHU
VCTOJIB3YIOT aHOHUMAU3EPHI (Cepsucsl, no380sa0uue CKpblims JuyHble OAHHbLE
noxvzoeamens u obecneyumsv AHOHUMHOCHb 6 HHmepHeme) U HaXOOATCA 3a
pyOexKOoM, 4TO KpaitHe 3aTpyIHSICT X 3aJIepKaHUE.

ITo namneiM CrnenctBeHHoro komureta PecnyOnuku benapycs,
otMmevaeTcsa yxoj oosiee 80% BbeiMoraTenbcTB U 6osiee 90% MOIIEHHUYECTB B
«OHJIAMH»-CXEeMY, YEMYy CIIOCOOCTBYET B TOM YHCJIE HU3KUWA MPOIEHT
OCBEJIOMJICHHOCTH TpaxJaH O TMPECTYNMHBIX CXEMaX, a TakKXKe pa3BUTHE
CIIOCOOOB COBEPIICHUS TAKUX XUIIEHUM.

KapTtuna pacnpocTtpaHeHHBIX BUAOB KuOepripectyiieHnii B benapycu
MOBTOPSICT TJIOOAJIbHBIE TPEHIBI, HO C AKIICHTOM Ha MECTHBIE IUIATEKHBIC
CHUCTEMBI U MPUBBIYKU HACEJICHUS.

I[lo nmaHHBIM  TJIABHOTO  YIPABJIEHUS IO  MPOTUBOJICHCTBUIO
KHOEpHpPEeCTYTHOCTH KPUMHUHAIBHOU MUIMIIMU MUHHCTEpCTBA BHYTPEHHUX
nen Pecnyonuku benapych, 3a 9 MecsneB Tekymiero roga B bemapycu 1o
CPaBHEHHUIO C AHAJOTUYHBIM TMEPHUOJIOM MPOILIOTO Toja KOJMYECTBO
KuOepnpecTymieHui cHu3uiochk noutd Ha 11% (a 9 mecayes 2025 200a
3apeaucmpuposano 6onee 13 moic. cyyaes (13 420), mpemo uz komopuwix (4 121) —
6 2.Muncxke).

ITo cratuctrke KeHIIUHBI (65%) 4allle BCErO CTAHOBATCS YKEPTBAMH
MOIIICHHUKOB, KOTOpPbI€ BBIMAHUBAIOT JIEHBIU IYTEM IICHUXOJOTHMYECKUX
MaHUNYJSIUN 110 Tenedony (77,9%), KYyIUIH-TIPOJaKh TOBAPOB M OKa3aHMUSI
yCayr (65,6%), OnarotBoputelbHOCTH (100%). MykauHbl (84,8%), Kak
NpaBWIO, CTAHOBSTCS  KEPTBAMU  MOIIEHHHYECTBA, CBSI3aHHOTO  C
UCIIOJb30BAHUEM CAWTOB 3HAKOMCTB.



Cnaiin 3.
|
1 = NOPTPET HEPTBbLI MOLUEHHWUYECTBA
i z
e e - HEHLWMH
EE it Tk TenedioHHEE MOWEHHHEM — 77,9%
4, e it | " Difiman B chepe yoryr — 656%
X 4" ; My HHE]
= L ,- "% MOUEHHWHECTBD HA CAATax 3HaKomcTE — 84 8%
LT e et Boapacr
' b A L | 504z TenedOHHOE MOWEHHWHECTED, TNOMOLLE
“ * ¢ -“ 4 [HOCTREHHA LM
e LT . Ao 30 AeT: NCEBN0-HHBECTHUMK (65,4%),
s < . OMUCTAHUMOHHBIE COBNHH C HEOBMHHAMOCTERD [56,3%)
] ! 30-49 net: MHT-moweHHMYeCTED © goroscpanu (53,1%)
E I A ] CouyMantsHeii CTaTyo:
A E GeIpatoTHBE 43 LE NONaOANT B HHBECTHUMOHHLIE
NOBYLIH (46, 2%)
Cnpagouno:

Bo3spacmmubwie cpynnsl nomepnesuiux:

arou cmapuie 50 nem uawe cmano8amcs JHcepmeamu meneQhoHHbIX
MOuleHHU4ecms,  obmana,  008epHUUBOCMU,  JIle2eHO 0  NOMOWU
POOCMBEHHUKAM,

Mo100edct 00 30 nem ya36uma om MOUWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Heosudcumocmvro (56,3%), ncesdo-uneecmuyuii 8 «oOUpCU» U
«posviepviwen unu akyuiy (65,4%);

auya cpeonezo eozpacma (30—49 nem) — naubonee maccosas spynna
cpeou  nomepneswux om  HUKT-mowennuwecmea ¢  3axnoueHuem
2paxiCcOaHCKO-npasogulx 002060pos (33,1%).

be3pabommusie u neyuamuecs yawe nonaoaromcs 8 UHBECMUYUOHHbLE
noeyuku (46,2%), umo modcem 66imb C843AHO C NOUCKOM UMU UCTNOYHUKOB
00X00a unu yeieuenuem a3apmubiMu CXemami.

ITo cmoco6amM coBeplieHUs MOIIIEHHUYECTBA YA€ BCETO MPOUCXOIST
OT HMEHH [AOJLKHOCTHBIX JMI (28,2%). Adepuctsl TpeACTaBISIOTCS
COTPYAHUKAMHU MPaBOOXPAHUTEIbHBIX opraHoB (MB/[, CK, /[®P, KI'E) u
paboTHUKAMKM OAHKOBCKHMX OpraHu3aiuii. MOIIEHHUKU CTald 3BOHUTH OT
MMEHHU Pa0OTHUKOB CIYXO Tras3a, BOJIOKaHaja, SHEProHaa30pa, MOOUIIBHBIX
OMEPaTOPOB CBS3U MO/ MPEAJIOTOM OKOHUYAHUS CPOKA JIOTOBOPA U MPEJIararoT
JUISL €T0 MPOJUICHUs COOOITUTh ITu(ppoBoit Ko u3 cMc. Ilocie nepenaun koaa
JKEPTBE 3BOHUT COOOITHHWK MOIIGHHHMKA U  yXK€ MpPEJACTaBIseTCs
MIPaBOOXPAHUTEIIEM, 3aIyTUBAET TE€M, UTO YEJIOBEK Mepeal JIMYHbIE TaHHbIC
U Ha ero uMst OyyT o(popMIIeHBI KpeIUTHI. A 4TOOBI UX U30€kKaTh Mpe/jIaract
0(pOpPMUTH BCTPEUHBIE KPEAUTHl K TIOJIYUYECHHBIE JE€HbIM TIEPEBECTH Ha
YKa3aHHBIA cUeT WK OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa OT UMEHHU PYKOBoOaUTeNel (Fake boss) (vupesicoenuil
00pazosanus, 30pABOOXPAHEHUs,  KVIbmMypsl, npeonpusmuii) MOIICHHUKU
3alyTUBAIOT  TOAO3peHHeM B (MHAHCHPOBAHMM  DKCTPEMHUCTCKOM
NeATEIIbHOCTH, MPOBEICHUEM OOBICKA U U3BSITHEM JIEHET, TAK)KEe MpejIararoT



JTaHHBIN (aKT JepKaTh B TAMHE U MOOOIIATHCS C ONPEEICHHBIM COTPYIHUKOM
MIPABOOXPAHUTEIBHBIX OPTAHOB, KOTOPBIN SKOOBI JIJIsI COXpaHEHUS JEHEKHBIX
CPEJICTB MPEJIAracT «BPEMEHHO» MEPEBECTHU JCHBIY HA 3AIUIICHHBIN CUET.

B tenedonHOM pasroBope He TOBEPANUTE HE3HAKOMBIM JIUIaM, KEM Obl
OHHU HE MPEACTABUWINCH, €CIIH BBl HE KJAETE TAKOTO 3BOHKA.

Tperb MOIEHHUYECTB (27,6%) COBEPIIACTCA IOJ BHUIOM MNPOAANKM
ToBapoB B ceru Instagram wiam Telegram (uawe 6ceco mowennuxu
«npodaiom» asmosanyacmiu, caoosvie Kaueiu, HOB0200HUE e, MOpel’lpanKWZbl u
opyeue  mogapwvl).  3IOYMBIIUICHHUKA  TPEIJIaraloT  MOTEHIHAIbHBIM
MOKYTIATEJISIM TEePEeBECTH MPEIOIIATy 32 TOBAp M OOCIIAIOT €r0 BBICJIATH 10
MOYTE WX KyphEpPOM, TOCJE Yero OOIIEHHE MpPEeKpallaeTcs, U «KJIHMCHT
OCTAETCS HU C YEM.

Cnpagouno:

Taxoice Haubonee pacnpocmpanerHvle NpecmynHvle CXembl.

360HKu om umenu oaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apCmMeEEeHHbIX O0pP2AH08, K0204 MOUWEHHUK, UCNHONIb3YSA MEXHOJ02UIO
NOOMEHbL HOMEPA, 360HUM C HOMEPAd, NOX0HCe20 HA OQUUUATbHBIL HOMED
bauka u coobwaem o «n0O03PUMENLHOL ONePayuny ¢ Kapmou, « OJ0KUposKe
cuemay Uil «HONbIMKe 83710Ma», a O «3AUUMBbL) UL K OMMEHbl ONePayun»
npocum cooowums CVV-ko0, oannvie uz SMS-coobowenus c¢ Kodom
noOmeepi#coOeHUs, napoib U3 UHMepHem-0anKuHea Ui nepesecmu OeHbeU Ha
«be3onachuvlily (Ha camom oeine NOOKOHMPOJIbHbIU MOUWEHHUKY) CHem;

Gumunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
cooOweHue U 21eKmpoHHOe HUCBMO C CcooOujeHuem o «OIoKUposKke
Kapmuly, «npobieme ¢ HAN020M», «8blucpvlule 6 Jomepeey, KOmMopoe
COOEPIHCUM  CCBLIKY HA PUUUHEOBbIU UHMEpHem-pecypC (caum — KIOH),
KOMOpWlll 8b121A0UM KAK OQUYUATbHBIU UHMEPHEM-pecypC OaHKA, HAN020801
UHCNEeKYUU Uiu Opy2020 20Cy0apCmEeHH020 op2ana, 20e mpedyemcs 66ecmu
JIO2UH, NApolb, OAHHbIE NIAMENCHBIX CPeoCms, NOCie 6800d KOMOPbIX
cogepuiaemcsi XuwjeHue;

MOUWIEHHUYECMEA 8 COYUANLHBIX CeMAX U Meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), ko20a 310y MblULIEHHUK 83]1AMbLEBAEM AKKAVHM 8
coycemu umu cosoaem @Qetikogulll, NOXOMCULl HA He2o, nuuiem OIU3KUM
POOCMBEHHUKAM OM UMEHU 61adelbyd aKKAYHmMA, 4mo CPOYHO HYHCHOI
O0eHbeU HAa «O0UeHb B8adCHOe 0el0» (NONANl 8 CIONCHYIO CUmMYyayuio, Nonau 8
HTII u 0p.), npoca Huxomy He 360HUMb, TUOO AHANOSUYHASL NPeoblOyujell
cxema, Ko2oa MUMEHbI0 CIMAHO0BAMCs OPY3bsl, A MOUEHHUK OmM UMeHU Opy2d
nuwem, Ymo 3acmpsil 3a 2paHuyell, y He20 YKpaiu 0eHbeu/00KyMeHmbl, U
npocum cpo4HoO nepegecmu cpeocmad;

(heiikoevle unmeprnem-mazazunvt, K020a co30aemcs Kpacusblil Cam-
OOHOCMPAHUYHUK ~UIU 2PYNNA 6 COYUAAbHOU cemu (3ad4acmylo 8
«HUncmazpamy), c 02pomMHbIMU CKUOKAMU HA AKMYATbHBIU Y HACEeHUS MO8Ap
(mexnuxka «Apple», caodosas mebenvb, HaodyeHvle OacceliHbl, OPeHO08As
ooexcoa u 0p.), a nocie Npedoniamsl moap He Npuxooum, a caum uiu
epynnul ucdezarom, 1ubo coobweHUs Hcepmaenvl oanee UCHOPUPYIOMCA,

MOUIEHHUYECMEA MO0 6UOOM 20CYOAPCHIBEHHBIX OP2AHO8, K020a
Jrcepmee nocmynaem 380HOK OM UMEHU «cyobuy, «compyounuxa MB/]»,
«HAN02080UY ¢ Mpebo6aHuem CPOYHO ONAAMUMb HEeKUU (DUKMUBHBIL 002,
Wmpagh unu NOWLIUHY, Y2POHCas apecmom CHemos Uiu OpyeUM HAKa3aHuem,
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npocsm YCmaHosums npunodicerue Ojisi YOAIeHHo20 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuemay, 4mo oaem um
NOJIHLIY KOHMPOJIb HAO YCMPOUCMBEOM NOMEPNEesuLe20;

gunancoevlie nupamuodvt U UHBECHIUUUOHHbIE MOUIEHHUUECHEA,
makue — Kak — NpeoiodCeHUs  «B8blCOKOOOXOOHbIX — UHBECMUYULLY 8
KPUNMosamiomy, Oupicu uiu cmapmanvl ¢ 2apaHmMupo8aHHbIM BblCOKUM
ooxooom. Ilpu smom Ha nepeom smane mocym 0adxce BbINIAYUBAMND
HeboabUUe NPOYeHmbl, UmoObl Nomepnesuill 6Hec ewe 00JIblULe OCHENCHBIX
cpeocme u npusei poOCmMEeHHUKO8, Opy3ell U 3HAKOMbIX, NOC/Ie Ye2o NPOeKm
3aKpLIBACMCSl, A OEHEJICHble CPEeOCMB8A NOXUWAIOMCSL,

6bLMO02AMeNbCME0 HA UHMUMHOU NoY6e («CeKcmopuieny), Ko2oa
MOULEHHUK Yepe3 coycemu 3HaKOMUMCSL C HCepmeEol, 8mupaemcs 6 0ogepue,
CKIOHsIem K 0OWjeHUI0 8 eudeouame UHMUMHO20 XApaKmepa uil K Omnpaske
OMKPOBEHHLIX (hOMO, 3anucvléaen UOeo Uil 0eiaem CKPUHULOMbL, d 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOuWparolie OO0OpOTHl BbIMOIaTelbCTBA
(526 cnyuaes) € WCMOJB30BAHUEM HWH(DOPMAITMOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTUI: MOTEPIEBIINX IO PA3IUYHBIMU MPEIJIOraMHA BBIHYXKIAIOT HA
au4HbIX ycTpoiicTBax [Phone BoiiTu He B cBOIO yueTHY!0 3anuck. [locie Bxoaa
[Phone OnokupyeTcsi Kak MOXMILEHHBIH U CTAHOBUTCS HE MPUTOAHBIM. J[Jist
Pa30JIOKUPOBKH 3TI0YMBIIIEHHUKH TPEOYIOT BBIKYTI.

IToaTOMy HH B KOEM cilyyae HeJIb3sl BXOAUTH HA CBOEM YCTPOMCTBE B
YYKYI0 YYeTHYIO 3alMCh, BIaJleliel] yUeTHOM 3alUCy MOXET 3a0JI0KUpOBAThH
YCTPOMCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUA,
COBEPLUAEMBIE B CTPAHE

IEGHEH 0T MaeHn Danka, cotpyaHisa MBS, KITE
MHB FOCEL A PCTEEHHER OpTaHoE

twiHroese SM5-coobueHna 1 nMcesa

MRIEHHAYECTES B OO UMITEHBIE CETRE W
MECCEH e pax

MUEHHWMECTES MPW CHASEH-NORYIHEE HE
NAGILEALKAX NG NEOAREE TOEap0E

HEERDELE WHTEPHET-MaraauH

MCLUEHHHHECTEE T BH A0 MO CYLE PCTBEHHEE
ORraHoe

HUHAHCOBRE NMPAMUAL W MHBECTHLMOHHbE
MIUEHHAYECTES

@SR N BEG

BLEBAOTATEMRLCTED HA WHTHAHDH nowes

Cretyer OTMETHUTBD, YTO (PMIMUHT 1 MOIIEHHUYECTBO ¢ 0AaHKOBCKMMU
KapTaMM SIBJISIOTCS CaMOW MacCOBOM KaTeropuei KMOepMOIIEHHUYECTBA B
Pecnyonmke benapych.

[Ipn »TOM Hapsiay € JAHHBIMH TMPECTYNHBIMHU CXEMaMH MOIIECHHUKH
aKTUBHO HWCHOJIB3YIOT M TaKOW MeETOJl (UIIMHra, TMpU KOTOPOM
KOH(UJICHIIMANbHBIE  JJAHHBbIE  OEJOPYCCKUX  TpakJaH  JOOBIBAIOTCS
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3JIOYMBIIINICHHUKAMH  ITOCPCACTBOM TCJ'IC(bOHHBIX 3BOHKOB. OTOT BUJ
MOIIICHHNWYCCTBA HA3bIBACTC «BHIIIMHID).

Cuaiig 5. BuieopoJiuk.

) A3BYKA
(- il

Cnpagouno:

Buwiunz — smo ycmnas pasHosuoHocms uuiunea, npu Komopotl
3I0YMBIUAEHHUKU NOCPEOCEOM MmeleQOHHOU C85A3U, UCNONb3YS NpUeMbl,
Memoobl U MexXHOI02UU NCUXOJIOSUYECKO20 MAHUNYIUPOBAHUSL, NOO PA3HbIMU
npeono2amu, UCKYCHO U2pas ONpeoesennyio poib (Kak npaguio, COmpyoHuKa
OanKka, mexHuuecKkozo cneyuamucma u m.0.), GbIHYHCOAIOM Uen08eKda
cooOUWUMb UM C80U KOHQPUOEHYUANbHble OAHKOBCKUE UNU NEPCOHANbHbIE
OaHHble OO CMUMYIUPYIOM K COBEPULEHUI0 ONPEOeNeHHbIX OeliCmeull co
Cc80UM OAHKOBCKUM CUemOM UIU OAHKOBCKOU Kapmou.

[lo Mepe pa3BuTUd  HHPOPMANMOHHO-KOMMYHHKANUOHHBIX
TEXHOJIOTHH  BO3pPACTAlOT M  BO3MOKHOCTHM KHOepHpecTyNHUKOB.
HekoToppie MOIIEHHMYECKHE CXEMbl MOJYYWIM HOBYIO HW3Hb OJiaromaps
UCKYCCTBEHHOMY MHTEIUJIEKTY.

Pacrer KoanM4yecTBO cCilyyaeB MOIIEHHUYECTBA C MCIOJIB30BAHUEM
TexHosioruun Deepfakes — 3TO co3maHHBIE MCKYCCTBEHHBIM HHTEIJIEKTOM
rOJIOCOBbIE COOOIIEHHUS W BHUIEO3BOHKH OT SKOOBI KOJUIET, JApy3ell u
POJCTBEHHUKOB, KaK MPaBUIIO, C TPOCHOO0I O CPOUHOM JCHEKHOM MEPEBOJIE U JP.

[Ipu BuACO3BOHKE cieayeT oOpaliaTh BHUMaHUE Ha TaKue JIeTalld, Kak
HEYETKOE MJIM CMa3aHHOE M300pa’kKeHUE JIMIla FOBOPSILET0, OTCYTCTBUE WU
HEeCTECTBEHHAs! MUMUKA JIULIA.

[ToMHUTE, YTO COTPYAHUKHU OAHKOB U IPABOOXPAHUTEIBHBIX OPTAHOB HE
3BOHST YEpe3 MECCEHKEPhl C HCIOIb30BaHMEM BuaeocBszu. Ilpum
COBEpPIIEHUN [ICHE:KHOT0 TepeBOJAa MOJ BJHUAHHEM MOIICHHUKOB
He00X0AUMO He3aMeJIUTeJILHO 00paTUThCS B OPraHbl BHYTPEHHUX e
JUTSI COXpaHEHUs IEHEXKHBIX CPEJICTB.

Jlaxxe Korja HCKyCCTBEHHBIN HHTEIJIEKT UCIIOJIB3YETCS BO OJ1aro, HyKHO
OBITh OCTOPOXKHBIM. Ecin paOOTHUK OpraHu3alMd AYMAET, YTO 3arpy3uT
nokyMmeHT B 4at GPT u oH Bce ObICTpO ciienaer, To 3TO NPSMOM MyTh K YTEUKE



KOH(DUICHITNAIBHBIX JaHHBIX. JIOKyMEHTBI OTIIPABITCS Ha CEPBEPHI B IPYTOM
rocyJapcTBe, W 3aKOHBI HAIllEW CTpaHBbI YK€ HE MOTYT TapaHTHPOBAaTh HX
0€30I1aCHOCTb.

Cnaiin 6.

MCNOJ/Ib30OBAHMUE
WCKYCCTBEHHOTO MHTE/IJIEKTA

W Uenesoi duwnnr Ges ownbon:
NEPCOHANMIHPOEIHHBIE W TREAMMITAYECHH GeaynpeHbe
paCCkIkM, oEXOARLWE MABHER MapHep yrpoasl . ||

B MowenswyecTen Yepea Deepfake:
reHERIUMA BHOEC W rON0CS PyHOBRICTES A0S
CAHKLMOHHDOBEIHHA HEIAHOHHBE PUHAHCOBRIK Oﬂﬂp

Bl HH-BoThl AAn COUMANEHOR HHMEHEPUH: il
BEAEHHE DCMEICNEHHEDN QHANDTOR AR BEIMIHHES
KOHPHOEHUMAAEHOE HHEBDEMILMH.

IIpesugent bemapycu A.l'.Jlykamenko, BeicTynas Ha [II MuHckoi
MEXIyHANpPOIHON KOHPEPEHIINH 10 €Bpa3uiCcKoi 0€30IaHCOCTH, KaK OJHY U3
KJIIOUEBBIX 3a7a4 B II€JIOM OOO3HAUMUJI HEOOXOJIUMOCTb MPHUHITHUS MEpP B
00J1aCTH HMCKYCCTBEHHOTO uHTeUiekTa: «Heynpaenseman zouka 6 moii
cghepe npeepaujaem e2o u3 none3nozo pecypca é opyycue. B nepcnekmuee —
MAcco6020 NOPANHCEHU).

Cnaiin 7.

(4

Heynpasnaemas 2o0HKa & amoli
chepe npespawjaem e2o [npum. -
UckycemeeHHLIl URmeanerm) U3
MnonesHo2o0 pecypca e opyxiue,
B nepcnekmusge — maccosozo

nopaeHus. , ’

Mpezuderm Pecaytiaus Beaogyes AT fysowesno,
1 MuHcHEA MeRdyRaPOTHEA MOHREDERLIER M0
eapoawickolf Gezomocnocmu, 28 oumatpa 2025 2

Corpyanukamyn MuHHCTEPCTBA BHYTPEHHUX Jel M HanmoHambHOTrO
O0anka PecnyOnuku benapych mpuHUMalOTCS Mepbl, HANpaBJeHHbIe HAa
0J10KHpPOBaHUE MOLIEeHHM4YecKuX onepaunid. B benapycu ¢ 1 maprta 2024 r.
nericteyer Yka3 Ilpe3mmenTa Ne 269, kotophlii mpenocTaBisieT OaHKam
BO3MOKHOCTb IIPUOCTAHABINBATH MOI03PUTEIBHBIE IEPEBOBI © COBMECTHO C



PaBOOXPAHUTEIBHBIMU OpraHaMH paccieoBaTh WHUUICHTHI. JlaHHBINA
MEXaHU3M [03BOJIAET JOCTaTOYHO J(OPEKTUBHO B3aUMOACHCTBOBATH
rpakJjaHaM ¢ opraHaMy BHYTPEHHHX JIeJl, @ UM, B CBOIO OU€pe/lb, «B PEKUME
24 Ha 7» mepenaBaTh yKazaHHYI HH(OpMaiuio OaHKOBCKOMY CEKTOpY M
nojaydarb OT HEro 3(PGEeKTUBHO U OBICTPO HHOOPMAIMIO O JUIAX U
WHCTPYMEHTaX, KOTOPBIEC 3aJCHCTBOBAHBI B MPOTUBOIIPABHOMN JEATEIHHOCTH.
W camoe rinaBHOE — MpEANPUHUMATH MEPhI, HAMIPaBJIECHHbIE Ha COXpPaHEHUE
y>Ke TMOXUILEHHBIX AEHEKHBIX CPEJCTB Y IPakIaH U HEJOMYIIEHUS TIepeBoia
UX Ha 3apyOeKHbIE cUeTa.

B cBsi3u ¢ HEOOXOAMMOCTHIO 3allUThl OT MOIIEHHUKOB OaHKH
yCTaHABIMBAIOT JUMUTHI TIO CHSATHIO JCHET B OaHKOMATax Ha TEPPUTOPHUH
benapycu.

boppba ¢ »STUMHM TmpecTyIUICHHSIMU TpeOyeT HEe TOJbKO OoJiee
COBEPIIICHHBIX TEXHOJOTUH 3alUThl, HO U (PYHIaMEHTAIILHOTO IOBBITIICHUS
M (poOBON TPaMOTHOCTH HACEJICHHMSI, TIOCKOJIbKY MMEHHO YEJIOBEK OCTaeTcs
HanOoJliee ySI3BUMBIM 3B€HOM B JIF000M cucTemMe 0€30MacHOCTH.

HudpoBasi rpaMOTHOCTH HACEJIEHUS

Kuodep0e3onmacHOCTh — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. OHa
HAYMHAETCSl C TAaKUX MPOCTHIX BEIEH, KaK BBHIOOP HAJEKHOIO MapOJisl JJIs
JIOMAaIIHEH 3JIeKTPOHHOM MOYThl. BakHO TOMHUTE, YTO OJIUH U TOT K€ MapOJib
HEJIb3s UCIIOJIB30BaTh OJTHOBPEMEHHO JIJIsl paboueil MoUThI, AJIs PeTUCTpallun
Ha pa3lIMYHBIX cailTax U B MecceHkepax. K cioBy, TWyHbIe JaHHBIE Yallle
BCEr0 TMOMANa0T K 3J0YMBIIUICHHUKAM K3 0a3 JaHHBIX Mara3uHOB (Mbl
ocmasnnem amuiuio, UmMs U om4ecmeo, aopec u menegh)on npu pecucmpayuu 0is
ROJYYeHUss DOHYCHBIX UU CKUOOUHBIX KApm).

HeobOxonuma »neMeHTapHass mnu(poBasi TUITMeHAa, TPU KOTOPOU
co0JI0/IeHNe MPOCThIX NMPABWJI NMOBEJEHUS] B CETH IO3BOJISIET 3alUTUTH
NepCOHAJIbHbBIC JJAHHbIC, (PUHAHCHI U YCTPOMCTBA OT KUOEPMOIIIEHHUKOB.

Oco0yr0 akTyaabHOCTh Te€Ma LH(PPOBOM TUTHEHBI TPUOOpPETaeT B
OTHOIIEHUHU MOAPACTAIONIETO MOKOJIeHHs. [{eTh ceroHs He TOJIbKO aKTUBHO
OOIIAI0TCSI B MECCEHKEPAX, HO U MOTPYKAIOTCA B MUP OHJIAWH-UTP, TIE UX
Kpyr OOLIEHHUsl paclupsieTcss 3a cyeT He3HakoMmueB. Cpeau HUX MOTYT
CKPBIBAThCS U KUOEPIPECTYITHUKHU, CTPEMSIIIUECS UCIIOIb30BaTh PeOCHKA ISl
NoJy4YeHUs: KOHpuAeHIHaIbHON wuHopMamu. Heokpenimias mCUXUKAa,
MOJBEPKEHHOCTh BHYILICHUI0O W MAaHUIYJIUPOBAHUIO JETAIOT MX JIETKOM
«100BIYEI» JIs1 37I0YMBIIIJIEHHUKOB.
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BE3OMACHOCTb AETEN B CETH —
3TO HE 3AMPETbI, A JOBEPUE M NPABMIIA

BRICTRAMBAMTE OTHPBITHIE OTHOLWEHWA
CCHAFATH B3

JHAFTAHHHA.

1M AeTeR

Be3onacHocTh 1eTeil B ceTH — 3TO He MPOCTO 3aNpeThl, a CO3IaHUe
3al[MINEHHON cpeabl W 00y4YeHHe NMPABWILHOMY NOBedeHUIO. B ceMmbe
HEO00XO0JIMMO BBICTpauBaTh JOBEpPUTEIbHbIE OTHOIIEHUSA ¢ pedeHKkoM. JleTu
HE JIOJDKHBI UCKaTh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a OBbITh YBEPEHBI, YTO
MOTYT paccKa3aTh POAUTENSIM O JTI000I CTpaHHOW MM HENPUSITHOW CUTyallUuu
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BakHo 10rOBOPUTHCH M YCTAHOBUTDH YeTKHE MPABUWJIA: KAKUE CAUTHI
MOXHO MOCENIaTh, CKOJIbKO BPEMEHU TPOBOAUTH OHJIAH, KAKUE MPUIIOKEHUS
MOYHO UCIIOJIb30BaTh.

Jliia Mutaammx jJgereid peKOMeHIyeTcsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh WX Napoyu. Vcnonb3oBaHUE CHENUAJN3ZUPOBAHHOIO MPOTPAMMHOIO
ol0ecrneyeHUs: POAUTEIbCKOT0 KOHTPOJIS MTO3BOJIUT OIPaHUYMBATh BpeMs 3a
9KpaHoOM, GUIBTPOBATh KOHTEHT, OJIOKMPOBATH HEXKENATEIbHBIE CANTHI.

CyuiecTByeT MHOMXKECTBO TMPECTYNHBIX CXeM, HCIOJIb3yEMbIX
KHMOEpMOIIIEHHUKAMHI B OTHOIIIEHUH HeCOBEPIIEHHOJIEeTHUX JIeTeil.

Cnaiin 9.

PACTIPOCTPAHEHHBIE CXEMbI KWEEPNPECTYNAEHWIA NPOTHUE JETEMA

o BECRAATHRIE R MOQAPHM PefKoBbie SaNPOtE OT #4pyaeis FpymmHe ==

Ljmnh: DB HTE A S AIRH TN Liee: BOCTOARIORETICA GOMEEHEM B Lirme: maigansn cofin w8 conpemisian, mimn m
CTPARRILY A LA LT AR Hole i BT AR HOTH SEeS EALRBH FRI R Apeseniest, 4O 8B AT [OBRTE 4 B0l N B4 FRATE
T DR W BT ARRBAT TR E e O OB

Cencropuen HiafepSymamunr OecTpyHTHEHBIA HOHTEHT

W &

! !

LR BT s o BT i W o Lierin i AT W TER) BAe [ E8TE L BOWAEY b W ONECH kS COoBUmCTEE,
- IGIACEI R CAFAEHHRDS B HTHA Hall ICH EDADE I ST TR AN B TRETIA IO B B o [P RLLF Y LML FRAERT R 1

wareEHanc B e e ool L e FaCTREMEIA
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Cnpasouno:

Cnocobvl kubepnpecmynienutl 6 OMmHouleHuu oemetl U NOOPOCMKO8:

«becnnamuvley RNOOAPKU U  PO3BIZPBIMU, K020Ad peOeHKy Ois
NOJy4eHUus evlucpblula npeorazaemcsi nepetmu Nno CCuliKe U 68ecmu
niamedicuvie U uHvle OanHvle e2o pooumeneti. OCHOBHA Yelb — YKPACMb
OaHHble OAHKOBCKUX KAPM WU YYEeMHbIX 3anucell,

«eiikosvle» 3anpocel om Opy3eil, Ko20a C UCHOJL30BAHUEM
8310OMAHHO20 AKKAYHMA Opyea pebeHKa npocsim HnoMoub (nepesecmu
OeHediCHble CpedCcmea), a pebeHOK, JHcelds NOMOUb, MOMCEM He YCOMHUMbCA
8 TUYHOCIU NPOCAUE20,

«CPYMUHZ), KO20a 83POCbIU 310YMbIULIEHHUK NOO 8UOOM CEEPCIHUKA
gmupaemcs 8 0osepue K pebeHKy 8 COYCemsx Uiu uepax, NnoCmeneHHo
8b16€0bIBACTN TUYHYIO UHDOPMAYUIO, MAHUNYIUPYEm, 6bl3blédem U)8CmeEo
OIU30CMU, A 3ameM MOdiCem BbINPAUUEams UHMUMHbIe (pomo/sudeo unu
HA3HAYaAmMb JUYHYIO BCIPpedy, UMO MOXNCem NPUBecmu K COBEPULCHUIO 8
OMHOWeEHUU pedenKa Oeucmeull CeKCyalbHO20 Xapakmepa, Komopbvie
PebenoK 6 CUTLY 803PACMA He MONCEM OYeHUBAMb, KAK COYUATbHO-3HAYUMDbLE,
cuumas npoucxoosiuee uepou,

«cexcmopuieny, Ko20a npecmynHuk, noay4ue UHmumMHvle pomo uiu
810e0 (000P0BONILHO OMNPABIEHHbLE PEOEHKOM UL Yepe3 83/10M Kamepbl),
HA4YUHaem Wanmanjicuposams pebeHKd, 8biMo2as KaKk Mmamepuaivhsle Oiazed,
Max u ycuyzy, 8 mom yucie ceKcyaibHo2o Xxapakmepa,

Kubepoynnunez (uiu mpaens), ko2oa co30aromcsi 2pynnvl U NAOIUKU O
Hacmeulex, YHUUMeIbHbIX KOMMeHmapues, Omnpasisiomcs y2po3svl 8 IUUHbIX
co0OUeHusx, umooObl NPUYUHUMb DEOEHKY NCUXOA02UYeCKYio 00Jb, YMmOo
HepeoKo Modicem 3aKOHYUMCSL Oenpeccuell Ui 0axce camoyouticmeom,

60g/leueHUe 6  ORACHble COODWecmea, nponazanoupyoujue
oenpeccusHvle meyeHuss, Cyuyuo, AHOPeKCUro, HACUIUe UIU IKCMPEMUSM,
KOmopble NpenoOHOCAMCs peOeHKy KaK UYmo-mo «MOOHOe», «Kpymoe» u
«3anpemmuoey.

Cnaiig 10.

Y5

4 KNHO4YEBbIX NPABUIA BE3ONACHOCTH
B CETWU AETEW M NOAPOCTKOB

Kpauu nuumoe B TadHe
He nyGimicyid afpec, KDWY, TE0METEH, JaHHEIE 40Ky MEHTOE H K
NNaHhl CEmMEH.

Momun anroputs « CTOM-CAPOCH-PACCHAHM»

CTON, ecamn uTo-To HacTopasueaeT. (NPOCH v pogurenss,
Bcnw wenonaTHo, PACCHARK ezpocntin o moBoi yrpoas /
WK AHcHombopTe.

Hontpoawpyi npyr obuemnma

Y DoGaenai B 4pysul TORLHO TEX, KOTD IHAILE AHEHD.
HacTpoi NpreaTHOCTE N0, !
Brareuai KpHTHSECHOS MEELAEHHE

He mepewamn no CoMHATENbHEIM CChAKAN, HE BEph COMLIMGM
WELET O HEN N TIPS M R

Baxxno wHayuuth nereil 1uM@poBONM TPaMOTHOCTH M KPUTHUECKOMY
MbIlIUIeHHI0. UM HYXHO mNOHMMAaTh, 4T0 WHTEpHET — 3TO OTpa)KeHue
peaJibHOr0 MHUPA: B HEM eCTh U XOpollHe, U IJIOXHe JIIOAH, U MPABWIA
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0€e30IacHOCTH 31€Cbhb TaK K€ BA'KHbI, KaK U Ha YyJIMIE. He sxoHOMBTE Ha
BpPEMCHH, YallC U OobIIIe pa3r0BapHBaﬁTe CO CBOMMHU I[CTBMI/I!

Takxe B 3a1IMTE OT IMPECTYIIHBIX ITOCATATCIILCTB, B I/IH(l)OpMI/IPOBaHI/II/I 151
AOIIOJIHUTCIIbHOM BHUMAHNU HYXXAAKOTCA U JIFOAW IMOKUJIOTO BO3pacTa.

fkdk

3a mocienHee BpeMs B peclyOiMKe MNpPOU3OLUIM 3HAYUTENIbHbIC
MO3UTUBHBIE CABUTH: YAAIOCH OOUIUMHU YCUIUSMH TEPEIOMUTH TEHACHIUIO
pocTa uucia KUOEpIPECTYIUIEHHM, 3aMETHO BBIPOC YpPOBEHb HUGPOBOI
3aIIUTBI, AEMOHCTPUPYET OINEPATUBHOCTh W AJANTUBHOCTh K TEKYIIHM
BBI30BaM O€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JacCTU KUOEpOE30MacHOCTH U
np. [IpumedaTenbHO, YTO HAIll ONBIT OOPHOBI C KNOEPIPECTYTHUKAMU aKTUBHO
MPUMEHSIIOT B APYTUX CTPaHaX.

Kak ormernn Ilpe3ugent PecnyOumku benapycs A.l.JlykamieHko,
«abconomuylo 3auwiumy om Kubdepamaxk He apanmupyem HU O0O0HA
cucmema 3auiumosl, HO Mbl OO0JNHCHBL MUHUMUIUPOBAMb PUCKUY». DTOTO
BO3MOKHO  JOOUTBHCS, KOTJa KaXKIbIH Yy4YaCTHUK HWH(OPMAIMOHHBIX
OTHOIIEHUN, Kaxkaas opraHusanus OyIyT OTBETCTBEHHO TMOJIXOAUTh K
BBITIOJTHEHUIO TPEOOBaHWII MO KHOEpOE30MacCHOCTHU, a KaXKJbId YEJI0BEK
OpPOSIBUT OJAUTEILHOCTh W BHUMATEJIBHOCTh B CIlydya€ CHUTyallud C
MOIIEHHUKAMH.

Cnanng 11.

PoguTany, HayusTe neTeil Mpaesna bBEpareTe auKayHTH
MNONES0BATECA HHTERHETOM ﬁ&mﬁd(HUrﬁnDE&MHMH oT aeprcToE!
npaaunesc!

AEAOEMWE YTIPRRNEHHS

NPK NPE3XOEMTE
PECMYENMEM BENAPYCL




